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Cyber deception defense is an active-defense paradigm that intentionally influences an adversary's perception, reasoning,
and decision-making by constructing, disguising, and dynamically orchestrating deceptive assets, services, identities, network
views, and attack surfaces. Rather than relying solely on passive detection and post-incident response, cyber deception aims to
mislead, delay, expose, attribute, constrain, and contain attackers, thereby improving defenders' visibility, increasing adversarial
cost, and enhancing overall cyber resilience.

Driven by the rapid evolution of advanced persistent threats, automated attack toolchains, and Al-enabled offensive
capabilities, cyber deception is moving beyond isolated honeypots toward integrated, adaptive, and intelligent defense
ecosystems. The field now spans a broad spectrum of topics, including adversarial cognition modeling, game-theoretic analysis,
sequential decision-making, reinforcement learning, deceptive system design, moving target defense, threat intelligence
extraction, security evaluation, and trustworthy deployment.




This special session aims to bring together researchers and practitioners from cybersecurity, artificial intelligence, game
theory, control and decision, networking, systems, and security operations to discuss the latest advances in the theories,
methods, platforms, and applications of cyber deception defense. Submissions may include theoretical analysis, algorithm
design, system development, prototype implementation, empirical evaluation, and practical deployment studies.

Topics of interest include, but are not limited to:

. Concepts, architectures, and formal models for cyber deception defense.

. Game-theoretic, sequential decision-making, and optimization methods for deceptive defense.

. Intelligent deception defense based on reinforcement learning, multi-agent learning, and strategy evolution.

. Design, deployment, and coordination of honeypots, honeypoints, honeytokens, deceptive identities, and decoy services.
. Moving target defense, dynamic attack surface mutation, and deception resource orchestration.

. Luring, delaying, attribution, and adversary profiling against advanced persistent threats.

7. Cyber deception for cloud-native systems, edge computing, Internet of Things, industrial Internet, vehicular networks,
and digital twin environments.

8. Applications of generative artificial intelligence, large language models, and automated content generation in cyber
deception.

9. Integration of cyber deception with threat intelligence extraction, situational awareness, security operations, and
automated response.

10. Testbeds, simulation environments, datasets, benchmarks, and evaluation metrics for cyber deception defense.

11. Adversary cognition modeling, anti-deception detection, adaptive attacks, and robust defense mechanisms.

12. Interpretability, security, privacy, ethics, and compliance issues in cyber deception defense.
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Selected as a provincial-level high-level young talent, a national-funded postdoctoral researcher program participant, a
Chinese emerging technological figure, won the bronze award at the International Invention Exhibition, the first prize of the
Provincial Education Department's excellent thesis (ranked 1st), and the third prize of the military theory achievements of the
entire army. In the past five years, published over 30 first/lead author academic papers (3 ESI papers, 10 papers in the first zone
of the Chinese Academy of Sciences/CCF A journals). Hosted provincial natural science youth B, national natural science youth
C, and postdoctoral face-to-face projects, obtained 9 patents/soft copyrights. Served as an excellent young editor for several
high-quality Chinese scientific and technological journals and the chairperson of EI international conferences and seminars,
served as a reviewer for TOP journals such as IEEE TIFS and IEEE TDSC, initiated special issues for core journals, and was
invited to give a report at the academic symposium of the Ministry of Public Security.
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Over the past five years, the applicant has published more than 80 SCI papers, including 37 as the first author (7 of which
were as the corresponding author). Thirty of these papers appeared in top-tier journals within the Chinese Academy of Sciences
(CAS) Zone 1 —including flagship journals such as *TIFS*, *TFS*, and *TC* —and seven were recognized by Clarivate
Analytics (ESI) as Highly Cited Papers, accumulating a total citation count exceeding 1,000. The applicant was selected for the
2024 Class A of the Postdoctoral Innovative Talent Support Program (the "Boxin Program") and has led various research
projects, including a Young Scientists Fund project under the National Natural Science Foundation of China (NSFC), a General
Program under the Natural Science Foundation of Guangdong Province, and a project funded by the China Postdoctoral Science
Foundation. Furthermore, the applicant has applied for over 10 invention patents and has received numerous accolades,
including a Bronze Medal at an International Invention Exhibition, a First Prize for Outstanding Paper from the Guangdong
Computer Society, and two Third Prizes for Outstanding Papers in the Sichuan-Chongqing region. The applicant also serves as
a reviewer for several renowned international journals and as a Guest Editor for a CAS Zone 1 journal.
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Long-term engagement in research in the fields of image processing, face analysis, and deep learning, with primary focus




on physiological signal extraction, object detection and recognition, adversarial learning, and security evaluation. More than 20
papers have been published in high-level journals and international conferences, demonstrating familiarity with global research
trends and establishing academic collaborations both domestically and internationally.Served as a key research member in
multiple provincial- and national-level projects, including the Shaanxi Provincial Key Industry Innovation Chain Project
“ Intelligent Medical Assistance and Companion Robot, ”  the Shenzhen Science and Technology Program International

Cooperation Project “ Research on Intelligent Elderly Care Companion Robots, ” as well as national defense projects.
Several research results have been published in prestigious international journals such as TIM, TCSVT, SPL, and PRL.

Featured by the Graduate School of Northwestern Polytechnical University.




